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Websense® Client Policy Manager™ (CPM) provides a comprehensive endpoint security 
solution for desktops, laptops, and servers that proactively protects organizations against
known and unknown security threats. 

CPM prevents the installation and execution of unauthorized applications and enforces application use
policies with its comprehensive database of categorized applications, which is updated daily. With
application control, CPM provides an easy-to-implement, low risk, and highly effective alternative to 
cumbersome behavior-based Host Intrusion Prevention Systems (HIPS). The comprehensive coverage 
of both “whitelist” (good) and “blacklist” (bad) applications allows for granular, dynamic, and highly
flexible application policies. CPM complements desktop antivirus and personal firewalls while stopping
today’s fast-moving and blended security threats.

Prevent Attacks

CPM provides an immediate “first line of defense”—security starts and stops at the endpoint.

•• Addresses weaknesses in existing antivirus, anti-spyware, personal firewall, and patch management
processes to render today’s attacks harmless.

•• Provides application awareness and usage policy enforcement on the endpoint for blocking malicious
software while ensuring compliance and productivity.

•• Protects remote and mobile users operating outside of the network or without standard security 
updates or patches.

•• Includes protection from threats and compliance risks around web access and URL content for remote
and mobile users.

•• Works with Network Access Control (NAC) solutions to enforce policy on devices trying to enter the
network, denying access to non-compliant endpoints.

•• Via integrations, enables network-level protection from inbound threats and creates dynamic and 
application-aware firewalling.

•• Provides multiple levels of control to prevent the launch or mitigate the propagation of security attacks:

WWeebbsseennssee  AApppplliiccaattiioonn  LLoocckkddoowwnnTM – Provides maximum control over endpoints by allowing only
approved applications to run, preventing potentially malicious and unwanted applications 
from launching.

WWeebbsseennssee  NNeettwwoorrkk  LLoocckkddoowwnnTM – Blocks application network access to specific ports and 
protocols by application category, preventing the propagation of malicious software or unauthorized
outbound communications.

WWeebbsseennssee  EExxpprreessss  LLoocckkddoowwnnTM – Allows system administrators to preempt attacks and vulnerabilities
by immediately locking endpoint configurations to stop the execution of any new software that 
may be inappropriate, harmful, or seeking to exploit newly published operating system or 
application vulnerabilities.



Control Desktop Application Use

CPM proactively monitors user application
inventories and activity, and reduces Help 
Desk calls associated with unauthorized 
application use:

•• Enforces flexible, auto-updating application
use policies to protect end users from malicious
and potentially unwanted software.

•• Prevents the installation and execution 
of unauthorized applications.

CPM includes advanced reporting tools which help:

•• Determine the organization's risk profile.

•• Detect the presence and location of malicious
mobile code (MMC), spyware, hacking tools,
or other security risks on each machine 
and server.

•• Perform critical software assessments that 
provide categorized and normalized views of
programs and applications.

•• Enable early threat detection and identification
of potential application vulnerabilities.

Safeguard Information

CPM provides another layer of control over data
at the endpoint by blocking the potential theft of
private information or intellectual property via
removable media or network communications. 

•• WWeebbsseennssee  RReemmoovvaabbllee  MMeeddiiaa  LLoocckkddoowwnnTM –
Allows system administrators to prevent
devices such as flash drives, CD/DVD burners,
floppy drives, and external hard drives from
being used on client workstations, minimizing
the risk of introducing malicious software to 
the organization. Organizations can also block
writable media, depending upon their 
policies.

Streamline Operations

CPM reduces the level of effort to deploy and
manage an endpoint security solution:

•• Integrates with leading directory services 
for creating user- and group-based policies.

•• Integrates with Windows Firewall in Microsoft
Windows XP Service Pack 2 (SP2) to simplify
firewall management and automate program
exceptions through awareness of application
and port content. 

Extend Protection to Remote 
and Mobile Users

CPM’s Remote Filtering capabilities allow
organizations to apply their same Websense
Enterprise® or Websense Web Security Suite™

web filtering policies to remote office and
mobile laptop users outside of the network 
to protect them from malicious and inappropriate
websites.

Support from Powerful and Unique
Websense Technologies

•• TThhee  WWeebbsseennssee  MMaasstteerr  DDaattaabbaassee – Utilizes 
a combination of proprietary classification 
software and human inspection techniques 
to ensure the most complete coverage. The
Websense Master Database has the most
accurate and up-to-date classification of 
URLs, protocols, and applications.

•• WWeebbsseennssee  AAppppCCaattcchheerr™™  tteecchhnnoollooggyy – Allows
Websense customers to automatically and 
privately submit unknown executables for
research and categorization. Websense identifies
the network components and behaviors of
customers’ launched applications to determine
if malicious code exists. Applications are then
added to the database to ensure protection for
all customers.

•• WWeebbsseennssee  RReeaall--TTiimmee  SSeeccuurriittyy  UUppddaatteess™™ –
Provides security database updates for web-
based and application-based threats, within
minutes of detection by Websense.

The Websense Web Security Ecosystem™

The Websense Web Security Ecosystem is a com-
prehensive framework of technology integrations
that provides enhanced security and ease of
deployment of Websense web security solutions 
in enterprise environments. The Websense Web
Security Ecosystem incorporates world-class
security and networking technologies including:
internet gateways, network access control,
security event management, identity management,
and appliance platforms. Through seamless
integration with more than 40 different technology
solutions, the Websense Web Security Ecosystem
helps organizations identify and mitigate 
web-based threats and vulnerabilities. 

Summary
CCPPMM  pprrootteeccttss  ccoommppuutteerrss  bbootthh  iinnssiiddee  
aanndd  oouuttssiiddee  ooff  tthhee  ccoorrppoorraattee  nneettwwoorrkk  bbyy
ddeetteeccttiinngg  aanndd  aannaallyyzziinngg  eennddppooiinntt  sseeccuurriittyy
tthhrreeaattss  aanndd  aapppplliiccaattiioonn  aaccttiivviittyy,,  aanndd  bbyy
eennffoorrcciinngg  fflleexxiibbllee,,  ssccaallaabbllee,,  aauuttoo--uuppddaattiinngg
aapppplliiccaattiioonn  uussee  ppoolliicciieess..  IInntteeggrraattiinngg  sseeaamm--
lleessssllyy  wwiitthh  eexxiissttiinngg  IITT  iinnffrraassttrruuccttuurreess,,  CCPPMM
pprrootteeccttss  aallll  uusseerrss  aaggaaiinnsstt  kknnoowwnn  aanndd
uunnkknnoowwnn  sseeccuurriittyy  tthhrreeaattss..

System Requirements
CClliieenntt  PPoolliiccyy  MMaannaaggeerr  SSeerrvveerr  
• Microsoft Windows Server 2003

Standard Edition or Enterprise Edition, 
or the same with SP1

• Microsoft Windows 2000 Server 
with SP3 or higher

CClliieenntt  PPoolliiccyy  MMaannaaggeerr  aanndd  
RReemmoottee  FFiilltteerriinngg  CClliieennttss
• Microsoft Windows XP Professional

with SP1 or SP2
• Microsoft Windows Server 2003

Standard Edition or Enterprise Edition
with SP1

• Microsoft Windows 2000 Professional,
Server, or Advanced Server with SP3
or SP4

RReemmoottee  FFiilltteerriinngg  SSeerrvveerr
• Microsoft Windows Server 2003

Standard Edition or Enterprise Edition, or
the same with SP1

• Microsoft Windows 2000 Server with
SP3 or higher

• Red Hat Enterprise Linux 3 or 4: 
AS, ES, or WS, or Red Hat Linux 9

• Sun Solaris 9 or 10
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